Abstract-Cloud computing is attracting more and more researchers and enterprises, because it can deal with massive data with cheap commodity computers. Medical data are very important for disease analysis in order to better serve the patients, but the privacy of patients must be handled first. In this paper, we apply the cloud platform to build a medical data center for data mining, and propose an improved k-anonymity algorithm for medical data in such setting. The experiments show that our proposed algorithm is more efficient than the original k-anonymity algorithm, and can be used in medical data analysis in many data mining algorithms while not increasing the overall overhead a lot.
I. INTRODUCTION
Cloud computing, which integrates current techniques of grid computing, distributed computing, services oriented computing, etc., provides unlimited, scalable, and accessible resources to users, and is one of the most important topics in information technology. Nowadays, the cloud computing could provide many kinds of services, such as infrastructure as a service (IaaS), platform as a service (PaaS), software as a service (SaaS), and everything can be a service in the cloud computing.
Data analysis and mining is one of the most important applications in information technology. As the information technology develops rapidly, the amount of data collected becomes huger and huger, and thus many enterprises propose to build data centers for this kind of data service. In data center, a huge amount of data is stored in massive distributed system, and this system deals with the data to provide many kinds of services to users.
As the development of cloud computing and data analysis technologies, more and more medical institutions are joining the construction of digital hospitals, and then a lot of digital medical systems, such as clinical information system and electrical medical record come up. These systems have many advantages, such as reducing medical error, promoting diagnosis quality, saving treatment costs, accelerating the diffusion of health knowledge, reducing the differentiation of medical data between storage and transmission. Among all these advantages, the data collected and stored are very valuable, and they not only reflect the whole treating process, but also can be analyzed or mined to further service the patients. However, the medical data contains many records of patient, which are users' privacy data, and these records can be analyzed to find more personal privacy, so we should preprocess these user privacy data in order to avoid malicious analysis [1] .
A. Medical Privacy and Protection
Generally speaking, privacy is the information of a person or an institute that has nothing to do with public and group benefits, and is not willing to be known by others [2] . So, any information that is related to a person of an institute himself, who doesn't want anyone else to know it, can be assumed as privacy, such as one's identification, medical record, state of an illness, and so on.
In the specific medical area, privacy is the records and information about patients' disease and treatment, such as health features and treatment records. According to the sensitivity of the information, medical data can be divided into gene data, medical data and health data. The gene data doesn't only contain the personal information, but also can be used to infer the information of his relatives, and predict the future health himself, so this kind of data has highest sensitivity [3] . The medical data contains the diagnosis and prescription of patients, and the health data contains the patients' basic profile and health information.
If the privacy of patients is leaked in medical data, then this would affect the patients [4] . For example, if an employer of a bank or an insurance company can access the medical dagta of his employees or customers, then he will known the past, current and even future status of these people, and thus decides customer's debt, insureance, and even employee's job.
The medical data can be classified into three aspects from the using manner: data release, data storage and data analysis. Data release is releasing the medical data to users, but it needs to delete patients' privacy data; data storage is storing the data in some manner, and the purpose is to be used future; data analysis or mining is statistically analyzing these medical data to find some knowledge [5] .
In data release, if the releasing people of data don't preprocess the data, then the sensitive data of patients will be leaked, and this would bring trouble to the data owner. In medical data release, the data released would not be related with some person, and cannot be joined to any other data released to leak the identification of patients [6] . So, the agency of medical data must preprocess the data in order to protect patients' privacy to be leaked.
In data storage, the medical data is stored in disks or any other outer storage media [7] . This requires that the data cannot be accessed by illegal people, and even if the data is accessed illegally, the messages still cannot be read. And thus, the medical data must be encrypted in order to keep patients' privacy before storage.
In data analysis or data mining, the medical data are used to find more knowledge to further help the treatment of patients, such as studying the developing patterns of diseases, predicting the features of diseases diffusion, and the resistance of some drug to a disease [8] . This requires that patients' sensitive information cannot be leaked while the exact analyzed results are acquired.
As the privacy is very important for patients during all these three phases, and it must be carefully dealt with in order to protect patients' privacy.
II. RELATED WORK
In this section, we review related works about privacy protection in data storage, data release, data analysis and some other techniques about privacy in medical data.
A. Privacy Protection in Data Storage
Generally speaking, every medical institute has its own medical data, which contain patient's profile, pathological features, medications, clinical condition, etc., and these medical data are stored in its own database distributed. After the medical grid is proposed, researchers proposed the HealthgridDB [9] for processing all the medical data centrally, and this required that data from different agencies obey the same data schema.
Distributed data storage is used in heterogeneous medical institutes and media, and these data are in different data schemas [10] . When a patient is treated in different hospitals, all the hospitals have his medical records. In this situation, when we extract some records about this patient, we must ensure that the privacy of the patient or the institute cannot be violated. Centralized data storage can bring convenience to the data storage and access, but if all the data are stored in HealthgridDB, the HealthgridDB will contain a huge amount of medical data, and this will cause a security threaten [11] . In addition, this can also make it different for each institute to insert, delete and update its own data.
In both distributed and centralized data storage, the medical data must be encrypted. Torres et al. [12] proposed to combine the grid security system and the distributed key management in order to protect the privacy of patients. They applied classical encryption algorithm, where the virtual organization is assumed as the main management unit, and it provides a key management, access control, and security encryption. While analyzing the security related requests in medical data, Breton et al. [13] also proposed to encrypt patients' sensitive message to protect their privacy.
B. Privacy Protection in Data Realease
There are many researches about privacy protection in data releasing. They usually delete sensitive data from these medical records, and study how to find identification and sensitive information. The k-anonymity, proposed by Sweeney [14] , divides the whole data into several equivalent classes, each equivalent class contain k records, and any identification of a record cannot be differentiated with other k-1 records in the same equivalent class. Based on this, Machanavajjhala et al. [15] proposed the l-diversity, which required that the sensitive attributes in each equivalent class contained at least l different values, and this avoided the homogeneity and background attack in k-anonymity.
Besides these two basic and classical algorithms, more anonymity algorithms, such as t-closeness [16] , personalized anonymity [17] , anonymity [18] , and minvariance [19] , appear. t-closeness analyzed the distribution of sensitive attributes in l-diversity, and required the distributions of sensitive attributes of all equivalent class should approximate the global distribution. Personalized anonymity gave specified permissions to specific user in order to satisfy his security request. Anonymity released the data in two tables after division of the raw data. m-invariance defined the releasing rules for dynamically released micro data.
C. Privacy Protection in Data Analysis
The most classical privacy protection technique in data analysis is the secure multi-party computation [20] . In the secure multi-party computation, there is no trusted third party, no half model of honesty, and each party participate in computing according to some rules. Each party in this model only knows its own data and the whole output, but know nothing about input of others. This model requires transmit data between multi parties, and the data transmitted must be encrypted and decrypted to keep the data safely, so the efficiency is very low. However, in the grid environment, there are always many users participating in the computation, so if we apply the multi-party computation directly, the efficiency of the system will degrade a lot, and the advantages of grid cannot be applied.
Currently, researches about data exchange among multi-party computation concentrate mainly on XML. Omar and Taleb-Bendiab [21] applied MSDL (Monitor Session Description Language) to describe the request of hospitals to resources and monitoring targets, and SADL (Sensor and Actuator Description Language) to describe the commander of hospitals to sensor and actuator. While the provider and the requester cooperate simultaneously in grid environment, Jana et al. [22] studied how to protect privacy of the XML file.
D. Other Privacy Protection Techniques
Privacy enhancing technology [1] is a new concept, and it is a continuous system or communication technique which protects privacy by reducing personal information or unnecessary processing. There are many privacy enhancing technologies, and each of them is designed for specific medical data applications.
Access control is the main strategy of network security protection, it aims at ensure the network resources not to be accessed illegally, and is one of the most important strategies in network security. In medical network, access control can be used to control the specific access of medical resources by specific object. Here, the subject can be a medical provider, a medical institute, or even medical researcher, and the object is the institute that contains patients' medical data. These data can be either in the institute's own database, or in the HealthgridDB of the medical grid, and the access types include read only, read anonymously, and read and write.
There are three aspects in access control, authentication, control and implementation of access strategy and security audit. Authentication includes the subject recognize and validate the object, and makes sure the integration and confidentiality of security requests. The access strategy includes designing set of rules to make sure that normal user can access the resources legally. This not only requires normal users to access the resources legally, but also requires that unauthorized users cannot access these data illegally. The secure audit records each the operations in the system, including normal and abnormal operations. Each record contains the operation, its time, sensitive data, etc., and can be used to trace the operation itself to ensure the nonrepudiation.
Nowadays, many medical grid architectures absorb the access control strategy. Haas et al. [23] propose a access control module with strategy execution point and strategy decision point. They take the access control willing of patients into consideration. The audit in their module records all users' requests in the electronic health record, and this can be used to analyze who will access the grid medical system illegally. Liu et al. [24] construct a secure environment oriented medical service model contained control administrator, audit module, strategy negotiator, access control module and strategy administrator. Savel et al. [25] propose the concept of PHGrid (public health grid), where service stack with access control strategy is configured.
III. MEDICAL DATA MINING FRAMEWORK
In this section, we describe our data mining framework for medical data from many institutes in cloud computing. As the cloud computing provides an efficient computing model for massive data computation, it can also be used in the medical environment.
In our framework, medical data from each institute are stored in their own schema, and the data contains data schema and real medical data. As different institutes may have different data schemas, so institutes do not need to change their own data schemas. The overall framework is in figure 1 .
In this framework, each storage unit is also a computing unit, and there is a global name node, which records the data directory and their locations in the system. We implement this system in the hadoop platform, the name node is the same with the hadoop platform except that it also works as a job scheduler.
Each data storage node is also assumed to be a computing node in hadoop. While mining the whole data from different institute, one can preprocess the raw data locally, and send the preprocessed data to others for further analysis, and the next process is the same with hadoop (for more details about the process of the hadoop platform refer to Ref. [26, 27] 
IV. IMPROVED K-ANONYMITY
In this section, we first introduce the k-anonymity algorithm for privacy protection, then present the problem of k-anonymity in medical data analysis, and finally design an improved k-anonymity algorithm. The idea of the k-anonymity algorithm is that: define the attributes that is likely related with outer information as quasi-identifiers, and make each tuple k anonymous. This could make sure that while joining with key word, we can get at least k tuples. Definition 4. Generalization: Generalization means replacing some special attributes with general values.
A. K-anonymity
In k-anonymity, we must use the generalization technique to make sure the tuple is k anonymous.
B. Problem in K-anonymity
When Sweeney proposed the k-anonymity algorithm, he only considered the situation of single view, but ignored the views owned by the same data holder being joined together.
(1) The k-anonymity model considers mainly single constraints, but in practice, there are many multiple constraints. If we generalize each of the constraints and make it k anonymous, and it is a huge job. If there is only one constraint, then high generalization will make the data inefficient. For example, given the patients' diagnosis records in From table 2 we can see that, this table satisfies the 2-anonymiry. In tuple 9, the Sex attribute is generalized to person, and when the attacker notices that the diagnosis records has been anonymized, he can infer to the real sex of tuple 9, and this would result the failure of anonymity.
Definition 5. Anoymity: Anoymity is the highest generalization, and it replaces attributes with "*".
From the above example we can see that, the owner of the data releases the diagnosis records of patients, and anoumity is useless in this situation, otherwise, it will make the data useless. The lower level of anoymity can generalize the attribute with illness, and this will also make the data useless.
C. Improvement in K-anonymity
In the last sub-section, we point out some deficiencies of the k-anonymity model. In this sub-section, we propose an improved k-anonymity model for medical data, which is mainly for the third problem.
The description of the problem is that two attributes contain inference relationship, i.e., the attribute of tuple a will make generalization of tuple b deficient. In order to deal with this problem, we give two methods:
 If the attributes of a table contains the recognition information of other tuples, we need to add these attributes to quasi-identifier; If method 1 will make the data unavailable, then we can use the following method.
 If the attributes of a table contains the recognition information of other tuples, we can replace these attributes with digital numbers, and at the sane generate an attribute-number table. For example, for the above table 2, we can divide it into tables 3 and Table 4 . When we use method 2 to the original table, the attribute Diagnosis is replace with number, and then the attack cannot infer to the Sex attribute via the join operation. This method can efficiently handle the problem we present above, but it divides a table into 2 tables, and this increases the length of total data.
D. Algorithm Designing
Symbols: the set of messages using the anonymity algorithm at time t, which contains the anonymity level k and the tuples in this level.
Algorithm description:
(1) initiate t, which means that the server keeps the messages using the anonymity algorithm at time t, and then save the anonymity level k of s m and the elements into m T ; (3), if the condition is not satisfied, which means that w m is in none of the cycle region, then use step (2) to find another anonymity cluster.
V. EXPERIMENTS
In this section, we do some simulation experiments to validate the efficiency of our method. Our datasets include both randomly generated data and real dataset from our institute.
As our method can efficiently protect the privacy of patients, which can be seen in the last section, we compare the computation efficiency between them, that is because a complex algorithm will take much execution time, and then is useless in practice. In randomly generated dataset experiments, we set a 10*10 matrix, each element of the matrix is assumed to be information sources, and compare our method with the original k-anonymity algorithm. Figure 2 illustrates that when issuing 10,000 data, the execution time changes with the k, i.e., from 5 to 30. From the figure we can see that out improved k-anonymity algorithm is more efficient that original k-anonymity algorithm in this random setting. Figures 3 and 4 illustrate that when we set k=5 and k=20 respectively, the execution time changes with the amount of information issued. From these two figures we can see that these two algorithms are all linear algorithms with respect to the number of issued information, but our improved algorithm needs less execution time.
We also do some experiments on our own dataset. The dataset belongs to our institute, and it contains all kinds of medical records. The experiments are implemented on a hadoop platform. First, we use the proposed kanonymity algorithm to our dataset, and then analyzing these data using classical data mining algorithms. We apply several classical data mining algorithms (the definitions of them are as follows), and the execution time is in figure 5 . From the figure we can see that our proposed k-anonymity is efficient in data preprocess, and the execution time doesn't affect the data mining algorithms very much.
 K-Means: The K-means algorithm is a classical clustering algorithm, which divides the records into k clusters according to their attributes. In medical data analysis, this method can be used in diseases features from patients' clinical records.  SVM: SVM (Support Vector Machines) is a supervised machine learning method, and it is widely used in statistical classification and analysis of regression. SVM maps the vectors into a high dimensional space, and builds a maximum hyper plane to divide these data. In medical data analysis, SVM can be used to build statistical features of diseases from the existed data, and predict future results based on the learned features.  Apriori: The Apriori algorithm is one of the most data mining algorithms in mining boolean association rules. For medical data, we can collect records of a given disease, and mining frequent rules appeared in these records. The frequent rules can help physicians to diagnose the illness of patients.  EM: The EM (Expectation Maximization) algorithm tries to find the parameters of maximum likelihood approximation for a probabilistic model. In clinical diagnosis, diseases are always assumed to be a probabilistic model with parameters, and the EM algorithm can help us to find the real values of these parameters, and then provides a better suggestion for physicians.  CART: The CART (Classification and Regression Trees) algorithm is a classification algorithm, which recursively divides the variant space, and prunes the tree with the experimental data. In medical data analysis, we may encounter a new disease. First, we may build a model for this disease, and then we can sue the CART algorithm to prune unnecessary data to build a robust model for this disease.  Naive Bayes: the Naive Bayes model is the most widely used algorithms for classification. The Naive Bayes model is from mathematics, and has strong mathematical basis and stable classification efficiency. It is not sensitive to missing data, and has the smallest error in theory, so can be used in many classification based medical diagnosis.
I. CONCLUSION
Medical data is very important for disease analysis in order to better serve the patients. As cloud computing is more and more popular, we could apply the cloud platform to build a medical data center. However, privacy protection is critical in such platform. In this paper, we propose an improved k-anonymity algorithm for medical data in such setting. The experiments show that our proposed algorithm is more efficient than the original kanonymity algorithm, and can be used in medical data analysis in many data mining algorithms while not increase the overall overhead.
